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Question 1
Question Type: MultipleChoice

In the cloud motif, the data processor is usually:

Options: 
A- The cloud customer

B- The cloud provider

C- The cloud access security broker

D- The party that assigns access rights

Answer: 
B

Explanation: 
In legal terms, when ''data processor'' is defined, it refers to anyone who stores, handles, moves, or manipulates data on behalf of the

data owner or controller. In the cloud computing realm, this is the cloud provider.



Question 2
Question Type: MultipleChoice

The most pragmatic option for data disposal in the cloud is which of the following?

Options: 
A- Cryptoshredding

B- Overwriting

C- Cold fusion

D- Melting

Answer: 
A

Explanation: 



We don't have physical ownership, control, or even access to the devices holding the data, so physical destruction, including melting, is

not an option. Overwriting is a possibility, but it is complicated by the difficulty of locating all the sectors and storage areas that might

have contained our data, and by the likelihood that constant backups in the cloud increase the chance we'll miss something as it's being

overwritten. Cryptoshredding is the only reasonable alternative. Cold fusion is a red herring.

Question 3
Question Type: MultipleChoice

What is the intellectual property protection for a useful manufacturing innovation?

Options: 
A- Trademark

B- Copyright

C- patent

D- Trade secret

Answer: 



C

Explanation: 
Patents protect processes (as well as inventions, new plantlife, and decorative patterns). The other answers listed are answers to other

questions.

Question 4
Question Type: MultipleChoice

The goals of DLP solution implementation include all of the following, except:

Options: 
A- Elasticity

B- Policy enforcement

C- Data discovery

D- Loss of mitigation



Answer: 
A

Explanation: 
DLP does not have anything to do with elasticity, which is the capability of the environment to scale up or down according to demand. All

the rest are goals of DLP implementations.

Question 5
Question Type: MultipleChoice

In the cloud motif, the data owner is usually:

Options: 
A- The cloud provider

B- In another jurisdiction



C- The cloud customer

D- The cloud access security broker

Answer: 
C

Explanation: 
The data owner is usually considered the cloud customer in a cloud configuration; the data in question is the customer's information,

being processed in the cloud. The cloud provider is only leasing services and hardware to the customer. The cloud access security

broker (CASB) only handles access control on behalf of the cloud customer, and is not in direct contact with the production data.

Question 6
Question Type: MultipleChoice

Proper implementation of DLP solutions for successful function requires which of the following?



Options: 
A- Physical access limitations

B- USB connectivity

C- Accurate data categorization

D- Physical presence

Answer: 
C

Explanation: 
DLP tools need to be aware of which information to monitor and which requires categorization (usually done upon data creation, by the

data owners). DLPs can be implemented with or without physical access or presence. USB connectivity has nothing to do with DLP

solutions.

Question 7
Question Type: MultipleChoice



All policies within the organization should include a section that includes all of the following, except:

Options: 
A- Policy adjudication

B- Policy maintenance

C- Policy review

D- Policy enforcement

Answer: 
A

Explanation: 
All the elements except adjudication need to be addressed in each policy. Adjudication is not an element of policy.

Question 8
Question Type: MultipleChoice



Every security program and process should have which of the following?

Options: 
A- Severe penalties

B- Multifactor authentication

C- Foundational policy

D- Homomorphic encryption

Answer: 
C

Explanation: 
Policy drives all programs and functions in the organization; the organization should not conduct any operations that don't have a policy

governing them. Penalties may or may not be an element of policy, and severity depends on the topic. Multifactor authentication and

homomorphic encryption are red herrings here.



Question 9
Question Type: MultipleChoice

What is the intellectual property protection for a confidential recipe for muffins?

Options: 
A- Patent

B- Trademark

C- Trade secret

D- Copyright

Answer: 
C

Explanation: 
Confidential recipes unique to the organization are trade secrets. The other answers listed are answers to other questions.



Question 10
Question Type: MultipleChoice

To protect data on user devices in a BYOD environment, the organization should consider requiring all the following, except:

Options: 
A- Multifactor authentication

B- DLP agents

C- Two-person integrity

D- Local encryption

Answer: 
C

Explanation: 
Although all the other options are ways to harden a mobile device, two-person integrity is a concept that has nothing to do with the topic,

and, if implemented, would require everyone in your organization to walk around in pairs while using their mobile devices.



Question 11
Question Type: MultipleChoice

Which of the following are distinguishing characteristics of a managed service provider?

Options: 
A- Be able to remotely monitor and manage objects for the customer and proactively maintain these objects under management.

B- Have some form of a help desk but no NOC.

C- Be able to remotely monitor and manage objects for the customer and reactively maintain these objects under management.

D- Have some form of a NOC but no help desk.

Answer: 
A

Explanation: 



According to the MSP Alliance, typically MSPs have the following distinguishing characteristics:

- Have some form of NOC service

- Have some form of help desk service

- Can remotely monitor and manage all or a majority of the objects for the customer

- Can proactively maintain the objects under management for the customer

- Can deliver these solutions with some form of predictable billing model, where the customer knows with great accuracy what her

regular IT management expense will be
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