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Question 1

Question Type: MultipleChoice

Which of the following would present the highert annualized loss expectancy (ALE)?

age not d or type unknown
Options:
A) Fire

B) Earthquake
C) Windstorm
D) Flood

Answer:

A

Question 2




Question Type: MultipleChoice

Which of the following is the BEST statement for a professional to include as port of businees continuity (BC) procedure?

Options:

A) A full data backup must be done upon management request.
B) An incremental data backup must be done upon management request.
C) A full data backup must be done based on the needs of the business.

D) In incremental data backup must be done after each system change.

Answer:

D

Question 3

Question Type: MultipleChoice

Which of the following BEST describles a protection profile (PP)?



Options:

A) A document that expresses an implementation independent set of security requirements for an Information Technology (IT) product
that meets specific consumer needs.

B) A document that expresses an implementation dependent set of security retirements which contains only the security functional
requirements.

C) A document that represents evaluated products where there is a one-to-one correspondence between a PP and a Security Target
(ST).

D) A document that is used to develop an Information Technology (IT) security product from Its security requirements definition.

Answer:

Question 4

Question Type: MultipleChoice

Which of the following is the MOST important activity an organization performs to ensure that securiy is part of the overall organization
culture? A. Ensue security policies are issued to all employees



Options:

B) Perform formal reviews of security Incidents.
C) Manage a program of security audits.

D) Work with senior management to meet business goals.

Answer:

C

Question 5

Question Type: MultipleChoice

Functional security testing is MOST critical during which phese of the system development Life Cycle (SDLC)?

Options:

A) Acquisition / Development

B) Operations / Maintenance



C) Implementation

D) Initiation

Answer:

C

Question 6

Question Type: MultipleChoice

Individuls have been identified and determined as having a need-to-know for the information. Which of the following access control
methods MUST include a consistent set of rules for controlling and limiting access?

Options:

A) Attribute Based Access Control (ABAC)
B) Role-Based Access Control (RBAC)

C) Discretionary Access Control (DAC)

D) Mandatory Access Control (MAC)



Answer:

Question 7

Question Type: MultipleChoice

The core component of Role Based Access control (RBAC) must be constructed of defined data elements, Which elements are requried?

Options:
A) Users, permissions, operators, and protected objects

B) Users, rotes, operations, and protected objects
C) Roles, accounts, permissions, and protected objects

D) Roles, operations, accounts, and protected objects

Answer:

B



Question 8

Question Type: MultipleChoice

When conduting a security assessment of access controls , Which activity is port of the data analysis phase?

Options:

A) Collect logs and reports.
B) Present solutions to address audit exceptions.
C) Categorize and ldentify evidence gathered during the audit

D) Conduct statiscal sampling of data transactions.

Answer:

C
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