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Question 1
Question Type: MultipleChoice

The adoption of an enterprise-wide business continuilty program requires Which of the folllowing?

Options: 
A) Good communication throughout the organization

B) Formation of Disaster Recovery (DP) project team

C) A completed Business Impact Analysis (BIA)

D) Well-documented information asset classification

Answer: 
D

Question 2
Question Type: MultipleChoice



Which of the following is a strategy of grouping requirements in developing a security test and Evolution (ST&E)?

Options: 
A) Standards, policies, and procedures

B) Management, operational, and technical

C) Documentation, observation, and manual

D) Tactical, strategic, and financial

Answer: 
B

Question 3
Question Type: MultipleChoice

Why should Open Wab Application Secuirty Project (OWASP) Application Security Verification standards (ASVS) Level 1 be considered

a MINIMUM level of protection for any wab application?



Options: 
A) ASVS Level 1 ensures that applications are invulnerable to OWASP top 10 threats.

B) Opportunistic attackers will look for any easily exploitable vulnerable applications.

C) Most regulatory bodies consider ASVS Level 1 as a baseline set of controls for applications.

D) Securing applications at ASVS Level 1 provides adequate protection for sensitive data.

Answer: 
B

Question 4
Question Type: MultipleChoice

Which of the following in the BEST way to reduce the impect of an externlly sourced flood attack?

Options: 
A) Stock the source address at the firewall.



B) Have this service provide block the source address.

C) Block all inbound traffic until the flood ends.

D) Have the source service provider block the address

Answer: 
A

Question 5
Question Type: MultipleChoice

Which would result in the GREATEST import following a breach to a cloud environmet?

Options: 
A) The hypervisor host Is poorly seared

B) The same Logical Unit Number (LLN) is used for ail VMs

C) Insufficient network segregation

D) Insufficient hardening of Virtual Machines (VM)



Answer: 
C

Question 6
Question Type: MultipleChoice

Digital certificates used transport Layer security (TLS) supprot which of the following?

Options: 
A) Server identify and data confidentially

B) Information input validation

C) Multi-Factor Authentication (MFA)

D) Non-reputation controls and data encryption

Answer: 
A



Question 7
Question Type: MultipleChoice

Which of the following is a characteristic of a challenge/respones authentication process?

Options: 
A) Presenting distorted graphics of text for authentication

B) Transmitting a hash based on the user's password

C) Using a password history blacklist

D) Requiring the use of non-consecutive numeric characters

Answer: 
A
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