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Question 1
Question Type: MultipleChoice

Which of the following keys are included in a certificate revocation list (CRL) of a public key infrastructure (PKI)? Each correct answer

represents a complete solution. Choose two.

Options: 
A- A foreign key

B- A private key

C- A public key

D- A primary key

Answer: 
B, C

Question 2
Question Type: MultipleChoice



Which of the following are natural environmental threats that an organization faces? Each correct answer represents a complete

solution. Choose two.

Options: 
A- Strikes

B- Floods

C- Accidents

D- Storms

Answer: 
B, D

Question 3
Question Type: MultipleChoice

Which of the following are used to suppress electrical and computer fires? Each correct answer represents a complete solution. Choose

two.



Options: 
A- Halon

B- Water

C- CO2

D- Soda acid

Answer: 
A, C

Question 4
Question Type: MultipleChoice

Which of the following methods will allow data to be sent on the Internet in a secure format?

Options: 
A- Serial Line Interface Protocol



B- Point-to-Point Protocol

C- Browsing

D- Virtual Private Networks

Answer: 
D

Question 5
Question Type: MultipleChoice

Which of the following statements about Discretionary Access Control List (DACL) is true?

Options: 
A- It specifies whether an audit activity should be performed when an object attempts to access a resource.

B- It is a unique number that identifies a user, group, and computer account.

C- It is a list containing user accounts, groups, and computers that are allowed (or denied) access to the object.

D- It is a rule list containing access control entries.



Answer: 
C

Question 6
Question Type: MultipleChoice

Which of the following two cryptography methods are used by NTFS Encrypting File System (EFS) to encrypt the data stored on a disk

on a file-by-file basis?

Options: 
A- Twofish

B- Digital certificates

C- Public key

D- RSA

Answer: 
B, C



Question 7
Question Type: MultipleChoice

At which of the following layers of the Open System Interconnection (OSI) model the Internet Control Message Protocol (ICMP) and the

Internet Group Management Protocol (IGMP) work?

Options: 
A- The Physical layer

B- The Data-Link layer

C- The Network layer

D- The Presentation layer

Answer: 
C

Question 8
Question Type: MultipleChoice



Which of the following are examples of physical controls used to prevent unauthorized access to sensitive materials?

Options: 
A- Thermal alarm systems

B- Security Guards

C- Closed circuit cameras

D- Encryption

Answer: 
A, B, C

Question 9
Question Type: MultipleChoice

Which of the following components come under the network layer of the OSI model? Each correct answer represents a complete

solution. Choose two.



Options: 
A- Routers

B- MAC addresses

C- Firewalls

D- Hub

Answer: 
A, C

Question 10
Question Type: MultipleChoice

Which of the following LAN protocols use token passing for exchanging signals among various stations on the network? Each correct

answer represents a complete solution. Choose two.

Options: 
A- Ethernet (IEEE 802.3)



B- Token ring (IEEE 802.5)

C- Fiber Distributed Data Interface (FDDI)

D- Wireless LAN (IEEE 802.11b)

Answer: 
B, C

Question 11
Question Type: MultipleChoice

You are the Network Administrator at a large company. Your company has a lot of contractors and other outside parties that come in and

out of the building. For this reason you are concerned that simply having usernames and passwords is not enough and want to have

employees use tokens for authentication. Which of the following is not an example of tokens?

Options: 
A- Smart card

B- USB device with cryptographic data



C- CHAP

D- Key fob

Answer: 
C

Question 12
Question Type: MultipleChoice

Which of the following attacks allows the bypassing of access control lists on servers or routers, and helps an attacker to hide? Each

correct answer represents a complete solution. Choose two.

Options: 
A- DNS cache poisoning

B- MAC spoofing

C- IP spoofing attack

D- DDoS attack



Answer: 
B, C
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