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Question 1

Question Type: MultipleChoice

Jasmine is creating a presentation. She wants to ensure the integrity and authenticity of the presentation. Which of the following will she
use to accomplish the task?

Options:

A- Mark as final
B- Digital Signature
C- Restrict Permission

D- Encrypt Document

Answer:

B

Question 2

Question Type: MultipleChoice




The security controls that are implemented to manage physical security are divided in various groups. Which of the following services
are offered by the administrative physical security control group? Each correct answer represents a part of the solution. Choose all that

apply.

Options:

A- Construction and selection
B- Site management

C- Awareness training

D- Access control

E- Intrusion detection

F- Personnel control

Answer:

A B CF

Question 3

Question Type: MultipleChoice




You work as a Network Consultant. A company named Tech Perfect Inc. hires you for security reasons. The manager of the company
tells you to establish connectivity between clients and servers of the network which prevents eavesdropping and tampering of data on
the Internet. Which of the following will you configure on the network to perform the given task?

Options:

A- WEP
B- IPsec
C- VPN
D- SSL

Answer:

D

Question 4

Question Type: MultipleChoice

Della works as a security manager for SoftTech Inc. She is training some of the newly recruited personnel in the field of security
management. She is giving a tutorial on DRP. She explains that the major goal of a disaster recovery plan is to provide an organized



way to make decisions if a disruptive event occurs and asks for the other objectives of the DRP. If you are among some of the newly

recruited personnel in SoftTech Inc, what will be your answer for her question? Each correct answer represents a part of the solution.
Choose three.

Options:

A- Guarantee the reliability of standby systems through testing and simulation.
B- Protect an organization from major computer services failure.
C- Minimize the risk to the organization from delays in providing services.

D- Maximize the decision-making required by personnel during a disaster.

Answer:

A B, C

Question 5

Question Type: MultipleChoice

Which of the following algorithms can be used to check the integrity of a file?



158

Each correct answer represents a complete solution. Choose two.

Options:

A- md5
B-rsa
C- blowfish

D- sha

Answer:

A, D

Question 6

Question Type: MultipleChoice

In which of the following cryptographic attacking techniques does the attacker pick up the information to be encrypted and take a copy of
it with the encrypted data?



Options:

A- Chosen ciphertext attack
B- Known plaintext attack
C- Chosen plaintext attack

D- Ciphertext only attack

Answer:

C

Question 7

Question Type: MultipleChoice

You are responsible for security at a hospital. Since many computers are accessed by multiple employees 24 hours a day, 7 days a
week, controlling physical access to computers is very difficult. This is compounded by a high number of non employees moving through
the building. You are concerned about unauthorized access to patient records. What would best solve this problem?



Options:

A- The use of CHAP.
B- Time of day restrictions.
C- The use of smart cards.

D- Video surveillance of all computers.

Answer:
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