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Question 1
Question Type: MultipleChoice

DoD 8500.2 establishes IA controls for information systems according to the Mission Assurance Categories (MAC) and confidentiality

levels. Which of the following MAC levels requires high integrity and medium availability

Options: 
A- MAC I

B- MAC II

C- MAC III

D- MAC IV

Answer: 
B

Question 2
Question Type: MultipleChoice



Which of the following techniques are used after a security breach and are intended to limit the extent of any damage caused by the

incident

Options: 
A- Corrective controls

B- Safeguards

C- Detective controls

D- Preventive controls

Answer: 
A

Question 3
Question Type: MultipleChoice

You work as a systems engineer for BlueWell Inc. You want to protect and defend information and information systems by ensuring their

availability, integrity, authentication, confidentiality, and non-repudiation. Which of the following processes will you use to accomplish the

task



Options: 
A- Information Assurance (IA)

B- Risk Management

C- Risk Analysis

D- Information Systems Security Engineering (ISSE)

Answer: 
A

Question 4
Question Type: MultipleChoice

Which of the following are the subtasks of the Define Life-Cycle Process Concepts task Each correct answer represents a complete

solution. Choose all that apply.

Options: 



A- Training

B- Personnel

C- Control

D- Manpower

Answer: 
A, B, D

Question 5
Question Type: MultipleChoice

Which of the following firewall types operates at the Network layer of the OSI model and can filter data by port, interface address, source

address, and destination address

Options: 
A- Circuit-level gateway

B- Application gateway



C- Proxy server

D- Packet Filtering

Answer: 
D

Question 6
Question Type: MultipleChoice

Which of the following federal agencies coordinates, directs, and performs highly specialized activities to protect U.S. information

systems and produces foreign intelligence information

Options: 
A- National Institute of Standards and Technology (NIST)

B- National Security AgencyCentral Security Service (NSACSS)

C- Committee on National Security Systems (CNSS)

D- United States Congress



Answer: 
B

Question 7
Question Type: MultipleChoice

Which of the following individuals informs all C&A participants about life cycle actions, security requirements, and documented user

needs

Options: 
A- User representative

B- DAA

C- Certification Agent

D- IS program manager

Answer: 
D



Question 8
Question Type: MultipleChoice

Which of the following areas of information system, as separated by Information Assurance Framework, is a collection of local computing

devices, regardless of physical location, that are interconnected via local area networks (LANs) and governed by a single security policy

Options: 
A- Networks and Infrastructures

B- Supporting Infrastructures

C- Enclave Boundaries

D- Local Computing Environments

Answer: 
C
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