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Question 1

Question Type: MultipleChoice

Refer to Exhibit.

fp canfi@uration contes] Changs is requinso for this task,
Task:

A Dockerfile has been prepared at -/human-stork/build/Dockerfile

1) Using the prepared Dockerfile, build a container image with the name macque and lag 3.0. You may install and use the tool of your
choice.

r. skopeo . buildoh, img. end podman

Pizase do Mot pusn the buit mags tta FEE!:!':. run & Comainer, or

oLrervrE e LONSJIME K

2) Using the tool of your choice export the built container image in OC-format and store it at -’/human stork/macque 3.0 tar

Options:




A- Explanation:

cd humane-stork/bul

humane-stork,/builds

candidate 201
candidate b44
candidate 813
candidate
110a ir ||||.".1|.t'- s TOrK
Sending build context to Do
Step 1/5 : FROM docker.lo/|
-» gaiiSeealTab
Step 2/5 : ADD textl.htm
3 4 eedeaSdl
ADD textl.html
1554422720
extd.html
2e879ab821e
OPY text2.html Susr/share/nginx/htm
11cBaf4372¢
L 331cBa%9437 2«

Acague:3.0

L/index. htm]

humane-stork,/buil
humane-stork/buil

humane-storks

didate candldate
ndidate candidate

'humane-storks
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Answer:

A

Question 2




Question Type: MultipleChoice

Refer to Exhibit.

You must switch to the correct
cluster/configuration context. Failure to do so

may result in a zero score.

kubectl conflig use-c
ontext skHs

Task:

The pod for the Deployment named nosgl in the craytisn namespace fails to start because its container runs out of resources.
Update the nosol Deployment so that the Pod:
1) Request 160M of memory for its Container

2) Limits the memory to half the maximum memory constraint set for the crayfah name space.



Options:
A- Explanation:

Solution:




File Edit View Terminal Tabs Help

apiVersion
kind: Deploymor
metadata
name: nosql
namespace
Llabels
app.kubernetes.lo/name: nosqgl
app.kubernetes.io/component: backend

Spec:
selector:
l matchLabels:
app.kubernetes.io/name: nNosqg
app.kubernetes.lo/component: backeng
replicas

template:
netadata
labels:
app.kubernetes.lo/name: nosql
app . kubernetes . io/component: backend
spec
containers:
NamE . mMor :_|:|
image: mongo::
args:
bind
0.0.8.8
ports:
containerPort

-- INSERT --
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name: mongo
i‘ﬂgﬂ: mongo:4.2
args:
-bind ip
0.0.6.8

ports:
containerPort
resources
requests:

memory :
Limits
M0 f",f'
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not restricted by destination)

eqress

<none> g specific traffic to all pods in this namespace)
ingress traffic:
(Selected pods
arfecting egress ira
y Types:

candidate@node-1l:~% kubectl bel 04 3088 15 WO n ckadggala
pod/ ckadlBy 18 - newpod
candidate@node-1:-% kubectl Label nd ck: 818 -newpod -n ckadolalB
pod/ckad@9B18 - newpod '

candidate@node-1:~% Kubectl cor ] use-context ki
itched to Bs".
candidate@node-1l:-% vii fchief-cardinal/nosqgl.yaml

iidate@node- ] S Vil J ef-cardinal/nosqgl :.a'-'.lli.

didate@node-1:-% kKubectl IDDLY | Jchief cardinal/nosqgl.vam
cont 1:“|-.-.;1
Kubect get pods n cravfisi
READY CTATIE  RECTARTS
Lg 1/1 Running B

kubectl

get deploy -n crayfish
AVAILABLE AGE
) 7Th16m




Answer:

Question 3

Question Type: MultipleChoice

Refer to Exhibit.

You must switch to the correct
cluster/configuration context. Failure to do so

may result in a zero score.

i b kubectl conflp use-
ontext skHs

Context
You are asked to prepare a Canary deployment for testing a new application release.
Task:

A Service named krill-Service in the goshark namespace points to 5 pod created by the Deployment named current-krill-deployment



krill-service

Por 1

current-krill-deployment

1) Create an identical Deployment named canary-kill-deployment, in the same namespace.
2) Modify the Deployment so that:
-A maximum number of 10 pods run in the goshawk namespace.

-40% of the krill-service 's traffic goes to the canary-krill-deployment pod(s)



krill-service

Pod n Pod 1 Pod n

current-krill-deployment canary-krill-deployment

Thie Service & Exposed ovl NoePort U000 , To test its ksd-betercing. (1)
T

[candidetofrnde 1] § curl http://kds mastor 030600

Options:

A- Explanation:
Solution:



candidate@node-1:~/humane-s deployment
deployment .apps/canary-kri
humane -5

humane-storks wget

Fle Edit View JTerminal Tabs Help
numane-storKs
11:43:51 https://kB:
10 {(kB8s 4
to kBs.10
(= =1 n i E

pO0 . yami
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(15.0 MB/s) ‘guota-pod m] aved [90/98]

didate@inode-1:~/humane-stork$ vim quota-pod.yam
candidate@node-1:~/humane-storks bect create -1t gquota-pod.yam
jurcegquota/pod-demd Ccreated
lldate wle-1l:=/humane-storks
resources round 1in
1ode-1:~/humane-storks
AGE REQUEST LIMIT
195 pods: 9/106
de-1:-/humane
urrent-krill-deployment-fb7
app.kubernetes.io/name
app. kubernetes. io/part-of
pod-template-hash="fb7c 7995
current-krill dep
app.kubernetes.io/n:
app.kubernetes.1o/
pod- template-hash
canary-krill-deplo
app. kubernetes.io/n ani
f="kril
“5t781d4786" candidate@node
ment-51/B1d4786-252r1
10/ name="canary
kubernetes.io/part-of="krill"
template-hash="5f78Td4786" candidate@node-1] ‘humane-stork$

0 Loy

+/8b-27740

canary-krill-deployment -5T78fd4
app.kubernetes.lo/name="canary
app. kubernetes. io/part-of="krill"

pod-template-hash="5f781fd4786" candidate@node-1 humane




Answer:

Question 4

Question Type: MultipleChoice

Refer to Exhibit.

You must switch to the correct
cluster/configuration context. Failure to do so

may result in a zero score.

il il wnode-1] 5 kubectl conflg wuse-c
ontext skHs

Task:

Update the Pod ckad00018-newpod in the ckad00018 namespace to use a NetworkPolicy allowing the Pod to send and receive traffic
only to and from the pods web and db



All equiree ANetawerkPalicias hawve Jl'::l:“"f b&en createn

T e Aol Rl R, 7O i-’:.u viBlale a0y MErusne kP oy i g werking oa

Lhis Lok, You gy onty uae exaly g Nebtaorg=elives

Options:
A- Explanation:
Solution:

candidate@node-1:-% kubectl config use-co
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+B8088 UTC

<any> (traffic allowed

(traffic not restri
trattic:
(traffic allowed

restri

Eqress

JIII_ ress,

default-deny
ckadfgols

2022-09-24 04:27:37

one>

+80088 UT(

<noneg=>

or <none=> (Allowling

ingress traffic:

(Selacted pods are lsolated

ting egress tratfie
ITnoress
we-1:-% kubect]

18-newpod labeled

pes !

label newpod

kubectl label pod ckadB88818-newpod

Labe | e

18- newpod

ckadoogls

ckaddGole

db-access




Answer:

Question 5

Question Type: MultipleChoice

Refer to Exhibit.

You must switch to the correct
cluster/configuration context. Failure to do so

may result in a zero score.
il wnode-1] 5 kubectl conflg wuse-c
ontext skHs
Task:

Modify the existing Deployment named broker-deployment running in namespace quetzal so that its containers.

1) Run with user ID 30000 and

2) Privilege escalation is forbidden



The broker-deployment is manifest file can be found at:

~frhuaring o osindBroker - deploymmenl_parl

Options:

A- Explanation:
Solution:
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containers

name: broker

image: redis:alpine

ports:
containerPort

securityContext:
runAsUser
privileged:




Answer:

NT1g us

ing-moccasin/broka

TATUS
Running
Running
Running

quetzal

AVAILABLE

AGE

bt
Tham

A

Question 6

Question Type: MultipleChoice

Refer to Exhibit.




You must switch to the correct
cluster/contiguration context. Failure to do so

may result in a zero score,

xubectl conflp use-c

ontaxt skHs

Task:

1- Update the Propertunel scaling configuration of the Deployment webl in the ckad00015 namespace setting maxSurge to 2 and
maxUnavailable to 59

2- Update the web1 Deployment to use version tag 1.13.7 for the Ifconf/nginx container image.

3- Perform a rollback of the web1 Deployment to its previous version

Options:

A- Explanation:
Solution:




File Edit View Terminal Tabs
app: nginx
strategy
rollingUpdate:
maxSurge: 2%
maxUnavailable
type: Rollinglpdate
template
metadata:
creationTimestamp :
labels:
app: nginx
Spec
containers
image: Liccnc '-w51-w;.1.LJ.H
imagePullPolicy: IfNotPresent
name: noinx
ports:
containerPort:
protocol: TCP
resources: 4
terminationMessagePath: /dev/terminat
terminationMessagePolicy: File
dnsPolicy: ClusterfFirst
restartPolicy: Always
schedulerName: default-schedu
securityContext: {}
terminationGracePeriodSeconds
status:
avallableReplicas: 2
conditions:
lastTransitionTime:

Lan -\
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wiitched to context “k8s"
andidati nogde

L/app
candidate

LA

IPf

pods
RESTARTS AGE
{ I /e
didate@node-1:~% kubectl config use-context K8s
itchaed to ’ a kRBe®
ldate@node-1:~% Kubectl edit geploy webl -n ckadBedls
jeployment g/ edited
andidate@node-1:-$% kubectl rollout status deploy webl -n ckad@0815
leployment h1" successfully rolled out
andidate@node-1:~% kubectl 1 Lout undo deploy webl ckadBeels
leployment fwebl }al
|ir'..l..|.!1'|'_ 10 e & & S 1 ral ! H | | tor el ] :'_' e L ) n i h !'1|..'.'|-'.'|'. |.LI
(| |;_|:f:|-'| 1

IEVISION
3
andidatadnode-1:-% kubedc

AME DESLIRED
webl-56198beb79 -

vaebl -BS5775b6b79

andidatefinode-1: ; I




Answer:

Question 7

Question Type: MultipleChoice

Refer to Exhibit.

You must switch to the correct
cluster/configuration context. Failure to do so

may result in a zero score.
i b kubectl conflg wse-¢
ontext skHs
Task:

1) Create a secret named app-secret in the default namespace containing the following single key-value pair:

Key3: valuel

2) Create a Pod named ngnix secret in the default namespace.Specify a single container using the nginx:stable image.



Add an environment variable named BEST_VARIABLE consuming the value of the secret key3.

Options:
A- Explanation:

Solution:




File Ecit View Terminal Tabs
piVersion:
ind: Pod
etadata
creationTimestamp:
lLabels
run.: nginx-5Sed ret
name: nglnx-secret
namespace: default
Fal=Ts
containers:
image: nginx:stable
name: nginx-secret
env

name: BEST VARIABLE
valueFrom:
secretKeyRet:
name app-secret
key: key3




Answer:
A

Question 8

Question Type: MultipleChoice

Refer to Exhibit.




You must switch to the correct
cluster/configuration context. Failure to do so

may result in a zero score,

xubectl conflp use

ontext skHs

Task:

1) Fix any API depreciation issues in the manifest file -/credible-mite/www.yaml so that this application can be deployed on cluster K8s.

The applicaran wat covoloped far Kubememss

The ciusker «F runs Kubemetes 1.

2) Deploy the application specified in the updated manifest file -/credible-mite/www.yaml in namespace cobra

Options:
A- Explanation:
Solution:
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apiVersion: apps/vl
kind: Deployment
metadata
name: www-deployment
namespace: cobra
ﬁpFr
replicas
selector:
matchLabels:
app: nginx
template:
metadata:
Labels
app: nain
QFFF
containers
name
image:
ports:
containerPort:
volumeMounts:
mountPath:

name: lLoQgs

2Ny .
name: MNGINX ENTRYPOINT QUIET LOGS
value:
volumes:
name ; oas
emptyDir:
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NAME [EADY STATUS RESTARTS
expose-850d99d4a9- 25675 B/ ContalnerCreal ] ;
expose-850d99d4d9-4fhcre @/ ContainerCreating B
156 - 850d99d449 3/ ] ContainerCreat ] f
1se-35dd99d4d9 LontainerCreatling H
85dd99d4d9-vjd8b B/ ContainerCreating ©
85dd99d4d9-vtzpq iy ContainerCreating B
date@node-1:~% kubectl get deploy ckadfo0ld
READY JP-TO- E AVATLABLE ALt
3 : : I'-I l'-l'u
contlg use-context k8s
credible-mite/www . yi
fcredible
K appl
15 /el - dep LOyment

|"|l.r:|" ‘. |_|

-(3899cHb49-dbccg /1 lunning
d899ch6b49-f7961 3/ ‘ontainerCreating
BO0cEhAD - 71 FOw /1 ContainerCrest

kubect p ploy -n cobra

READY IP-TO AVAILABLI AGE

abra
STATUS

g892Cob4Y-dbccy /1 Running
f7961 /1 Running

1898chbd9 -zt fow ’1 Running




Answer:

Question 9

Question Type: MultipleChoice

Refer to Exhibit.

You must switch to the correct
cluster/configuration context. Failure to do so

may result in a zero score.

i v kubectl conflg wse-¢
ontext skHs

Task:

Create a Deployment named expose in the existing ckad00014 namespace running 6 replicas of a Pod. Specify a single container using
the ifccncf/nginx: 1.13.7 image

Add an environment variable named NGINX_PORT with the value 8001 to the container then expose port 8001



Options:

A- Explanation:
Solution:

kiubact conTlg use-co
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aplVersion: app
ind: Deploymen
etadata
creationTimestamp:
Labels
app: expose
name. expose
namespace: ckadopgld
Spec
replicas:
selector:
matchLabels:
app: expose
strategy: {}
template:
metadata:
creationTimestamp
labels:
app: exposet

spec:
containers
image: Lfcencf/nginx:]

G il iginy
ports:

containerPort:
env:

name: NGINX PORT

value: "B08]
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Pl
2 - B5dd99d4dS
85dd99d4d9

datednode
READY

ntainercr

ntainerireatl L
yntainarC reating
ntainerCreating

ontainerCreating

ContainerCreating

:~§ kubectl get deploy ckad00014
UP-TO-DATE AVAILABLE AGE

D o

15%

RESTARTS
H
1]
B
B
f
£




Answer:
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