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Question 1

Question Type: MultipleChoice

You have an Azure subscription that contains a user named User! and two resource groups named RG1 and RG2.
You need to ensure that Userl can perform the following tasks:

* View all resources.

* Restart virtual machines.

* Create virtual machines in RG1 only.

* Create storage accounts in RG1 only.

What is the minimum number of role-based access control (RBAC) role assignment* required?

Options:

A-1
B-2
C-3
D-4



Answer:

Question 2

Question Type: MultipleChoice

You have a Microsoft Entra tenant.

You need to ensure that only users from specific external domains can be invited as guests to the tenant.

Which settings should you configure?

Options:

A- Cross-tenant access settings
B- External collaboration settings
C- Linked subscriptions

D- All identity providers

Answer:




Question 3

Question Type: MultipleChoice

You have an Azure subscription that contains a storage account named storagel and a web app named WebAppl. WebAppl uses a
system-assigned managed identity.

You need to ensure that WebAppl can read and write files to storagel by using the system-assigned managed identity.

What should you configure for storagel in the Azure portal?

Options:

A- the File share settings

B- the Access control (LAM) settings
C- a shared access signature (SAS)
D- data protection

E- access keys



Answer:

Question 4

Question Type: MultipleChoice

You have an Azure subscription.
You are evaluating enterprise software as a service (SaaS) apps.

You need to ensure that the apps support automatic provisioning of Microsoft Entra users.

Which specification should the apps support?

Options:

A- WS-Fed
B- SCIM 2.0
C- LDAP3
D- OAuth 2.0



Answer:

Question 5

Question Type: MultipleChoice

You have an Azure subscription, a Google Cloud Platform (GCP) account, and an Amazon Web Services (AWS) account.

You need to recommend a solution to assess the risks associated with privilege assignments across all the platforms. The solution must
minimize administrative effort

What should you include in the recommendation?

Options:

A- Microsoft Sentinel
B- Microsoft Defender for Cloud Apps
C- Microsoft Entra ID Protection

D- Microsoft Entra Permissions Management



Answer:

Question 6

Question Type: Hotspot

You have a Microsoft Entra tenant named contoso.com that contains an administrative unit named AU1 and two users named Userl and
User2. Userl is a member of AUL.

You need to perform the following role assignments:

* Userl: Security Administrator

* User2: User Administrator

For which scopes can each user be assigned the role? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.



Answer Area

UserT: | AU1 and contoso.com ']

AU1 only
Answer: contoso.com only
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contoso.com only

Question 7 AU1 and contosocom

Question Type: DragDrop

Your network contains an on-premises Active Directory domain named contoso.com that syncs with a Microsoft Entra tenant by using
Microsoft Entra Connect. The domain contains the users shown in the following table.

| Name | User principal name Proxy address
AttributeValueMustBelnigue error QCCurs

| BT | | USET OIS0, LU smtp: userl@contoso.com
InvalidsoftMatch error occurs. smtp: sales@contoso.com

[~ [ e smtp: userd@contoso.com
ObjectTypeMismatch error occurs. smtp: user.2@contoso.com

smtp: service@contoso.com

Successfully synced

From Active Directory Users and Computers, you update the proxyAddresses attribute for each user as shown in the following table.

| Name | Proxy address
AttributeValusMustBelnigue error oCcurs m
| User2 | smtp: sales@contoso.com 1 for each user? To answer, drag the appropriate status to the correct users.

InvalidSoftMatch error occurs. | i wiwns unive, we o we @l YOUu may need to drag the split bar between panes or scroll to view content.

' ObjectTypeMismatch &rror Ocours.

Successfully synced



NOTE: Each correct selection is worth one point.

Statuses

AttributeValueMustBelnigue error oCcurs s

InvalidSoftMatch error occurs.

ANsSwer

Answer Area

Userl@contoso.com:

User2@contoso.com:

ObjectTypeMismatch error occurs.

Successfully synced 4

Question 8

Userd3@contoso.com:

Question Type: MultipleChoice

You have a Microsoft Entra tenant that contains the groups shown in the following table.

You need to implement Privileged Identity Management (PIM) for the groups.

Which groups can be managed by using PIM?

Options:

A- Groupl only
B- Groupl and Group2 only
C- Groupl and Group3 only



D- Group3 and Group4 only
E- Groupl. Group2. Group3. and Group4

Answer:

C

Question 9

Question Type: Hotspot

You have a Microsoft Entra tenant that contains the users shown in the following table.

the following settings:

Name Member of
User Group1

User? Group?

User3 Group1, Group?2

o Exclude: Group2
* Sign-in risk Medium and above

* Access controls:



o Grant access: Require password change

When the users attempt to sign in. user risk levels are detected as shown in the following table.

T Risk level 1ts, select Yes if the statement is true. Otherwise, select No.

I leard Himk
Answer Area

Statements Yes No

User1 must change their password during sign in.
Answer:

Userd must change their password during sign in.

User3 must change their password during sign in.

Question 10

Question Type: Hotspot

You have an Azure subscription named Subl ilial contains a storage account named storagel. You need to deploy two apps named
Appl and App2 that will have the following configurations:

* Appl will be deployed as a registered app in Subl.
* Appl will access storagel by using Microsoft Entra authentication.
* App2 will access storagel by using a single Microsoft Entra identity.

* App2 be hosted on two new virtual machines named VM1 and VM2.



The solution must minimize administrative effort.

Which type of identity will each app use to access storagel? To answer, select the appropriate options in the answer area.

Answer Area

Appl:  Service princi

Microsoft Entra group account
| Microsoft Entra user account
Answer: | Service principal

i System-assigned managed identity
| User-assigned managed identity

Appe: | User-assigned managed identity "']
Microsoft Entra group account |
Microsoft Entra user account

Service principal

System-assigned managed identity

User-assigned managed identity
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