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Question 1
Question Type: MultipleChoice

Which two types of resources can be protected by using Azure Firewall? Each correct answer presents a complete solution.

NOTE: Each correct selection is worth one point.

Options: 
A- Azure virtual machines

B- Azure Active Directory (Azure AD) users

C- Microsoft Exchange Online inboxes

D- Azure virtual networks

E- Microsoft SharePoint Online sites

Answer: 
D, E

Explanation: 



Firewall is really not directly protecting the Virtual Networks though DDOS would have been ideal for VNETS

Question 2
Question Type: MultipleChoice

What feature in Microsoft Defender for Endpoint provides the first line of defense against cyberthreats by reducing the attack surface?

Options: 
A- automated remediation

B- automated investigation

C- advanced hunting

D- network protection

Answer: 
D



Explanation: 
Network protection helps protect devices from Internet-based events. Network protection is an attack surface reduction capability.

https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/network-protection?view=o365-worldwide

Question 3
Question Type: MultipleChoice

Which three authentication methods does Windows Hello for Business support? Each correct answer presents a complete solution.

NOTE: Each correct selection is worth one point.

Options: 
A- fingerprint

B- facial recognition

C- PIN

https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/network-protection?view=o365-worldwide


D- email verification

E- security question

Answer: 
A, B, C

Explanation: 

https://docs.microsoft.com/en-us/windows/security/identity-protection/hello-for-business/hello-how-it-works-authentication

Question 4
Question Type: Hotspot

Select the answer that correctly completes the sentence.

https://docs.microsoft.com/en-us/windows/security/identity-protection/hello-for-business/hello-how-it-works-authentication


.

Answer: 

Explanation: 

https://docs.microsoft.com/en-us/azure/active-directory/develop/howto-create-service-principal-portal

Question 5
Question Type: Hotspot

Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.

https://docs.microsoft.com/en-us/azure/active-directory/develop/howto-create-service-principal-portal


Answer: 

Explanation: 

https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/overview

Question 6
Question Type: MultipleChoice

Which Microsoft 365 feature can you use to restrict communication and the sharing of information between members of two departments

at your organization?

Options: 
A- sensitivity label policies

https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/overview


B- Customer Lockbox

C- information Barriers

D- Privileged Access Management (PAM)

Answer: 
C

Explanation: 

https://docs.microsoft.com/en-us/microsoft-365/compliance/information-barriers

Question 7
Question Type: MultipleChoice

What is an example of encryption at rest?

Options: 

https://docs.microsoft.com/en-us/microsoft-365/compliance/information-barriers


A- encrypting communications by using a site-to-site VPN

B- encrypting a virtual machine disk

C- accessing a website by using an encrypted HTTPS connection

D- sending an encrypted email

Answer: 
B

Explanation: 

https://docs.microsoft.com/en-us/azure/security/fundamentals/encryption-atrest

https://docs.microsoft.com/en-us/azure/security/fundamentals/encryption-atrest
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