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Question 1

Question Type: MultipleChoice

You have an Azure subscription.
You need to implement approval-based time-bound role activation.

What should you use?

Options:

A- Microsoft Entra ID Protection
B- Microsoft Entra Conditional access
C- Microsoft Entra Privileged Management

D- Microsoft Entra Access Reviews

Answer:

A

Question 2




Question Type: OrderList

You need to identify which cloud service models place the most responsibility on the customer in a shared responsibility model.

in which order should you list the service models from the most customer responsibility (on the top) to the least customer responsibility
(on the bottom)? To answer, move all models from the list of models to the answer area and arrange them in the correct order.

Models Answer Area

platform as a service (Paa$)

software as a service (5aas)

on-premises datacenter

infrastructure as a service (laaS)




Models

Q0

Answer Area

an-premises datacenter

infrastructure as a service (laas)

platform as a service (Paas)

1]
2
3]
4]

software as a service (5aas)

O

Question 3

Question Type: MultipleChoice

Which feature is included in Microsoft Entra ID Governance?

Options:




A- Verifiable credentials
B- Permissions Management
C- Identity Protection

D- Privileged Identity Management

Answer:

D

Question 4

Question Type: MultipleChoice

In a Core eDiscovery workflow, what should you do before you can search for content?

Options:

A- Create an eDiscovery hold.

B- Run Express Analysis.



C- Configure attorney-client privilege detection.

D- Export and download results.

Answer:

A

Explanation:

https://docs.microsoft.com/en-us/microsoft-365/compliance/get-started-core-ediscovery?view=0365-worldwide

Question 5

Question Type: MultipleChoice

Which Microsoft 365 feature can you use to restrict users from sending email messages that contain lists of customers and their
associated credit card numbers?

Options:



https://docs.microsoft.com/en-us/microsoft-365/compliance/get-started-core-ediscovery?view=o365-worldwide

A- retention policies
B- data loss prevention (DLP) policies
C- conditional access policies

D- information barriers

Answer:

Explanation:

https://docs.microsoft.com/en-us/microsoft-365/compliance/dlp-learn-about-dip?view=0365-worldwide

Question 6

Question Type: MultipleChoice

Which Azure Active Directory (Azure AD) feature can you use to restrict Microsoft Intune-managed devices from accessing corporate
resources?


https://docs.microsoft.com/en-us/microsoft-365/compliance/dlp-learn-about-dlp?view=o365-worldwide

Options:

A- network security groups (NSGSs)
B- Azure AD Privileged Identity Management (PIM)
C- conditional access policies

D- resource locks

Answer:

B

Question 7

Question Type: MultipleChoice

What can you use to provide threat detection for Azure SQL Managed Instance?

Options:

A- Microsoft Secure Score



B- application security groups
C- Microsoft Defender for Cloud

D- Azure Bastion

Answer:

C

Question 8

Question Type: MultipleChoice

Which feature provides the extended detection and response (XDR) capability of Azure Sentinel?

Options:

A- integration with the Microsoft 365 compliance center
B- support for threat hunting

C- integration with Microsoft 365 Defender



D- support for Azure Monitor Workbooks

Answer:

C

Explanation:

https://docs.microsoft.com/en-us/microsoft-365/security/defender/eval-overview?view=0365-worldwide

Question 9

Question Type: MultipleChoice

What can you use to scan email attachments and forward the attachments to recipients only if the attachments are free from malware?

Options:

A- Microsoft Defender for Office 365


https://docs.microsoft.com/en-us/microsoft-365/security/defender/eval-overview?view=o365-worldwide

B- Microsoft Defender Antivirus
C- Microsoft Defender for Identity

D- Microsoft Defender for Endpoint

Answer:

Explanation:

https://docs.microsoft.com/en-us/office365/servicedescriptions/office-365-advanced-threat-protection-service-description

Question 10

Question Type: MultipleChoice

You plan to implement a security strategy and place multiple layers of defense throughout a network infrastructure.

Which security methodology does this represent?


https://docs.microsoft.com/en-us/office365/servicedescriptions/office-365-advanced-threat-protection-service-description

Options:

A- threat modeling
B- identity as the security perimeter
C- defense in depth

D- the shared responsibility model

Answer:

C

Explanation:

https://docs.microsoft.com/en-us/learn/modules/secure-network-connectivity-azure/2-what-is-defense-in-depth


https://docs.microsoft.com/en-us/learn/modules/secure-network-connectivity-azure/2-what-is-defense-in-depth
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