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Question 1

Question Type: MultipleChoice

An administrator wants to send an email via the Mail Sender integration. Which of the following out of the box methods would be used
for that?

Options:

A- XSOAR D2 agent
B- external integration command
C- XSOAR shared agent

D- common automation script

Answer:

B

Question 2

Question Type: MultipleChoice




Which of the following is a feature of XSOAR automations?

Options:

A- can run on multiple docker containers
B- can be set to run on a scheduled basis in the automation settings
C- can be password protected

D- can be written in C++

Answer:

Question 3

Question Type: MultipleChoice

Which playbook will a job run by default?



Options:

A- The playbook assigned to the incident type
B- The playbook assigned to the indicator type
C- The playbook assigned during pre-processing

D- The playbook assigned by the integration

Answer:

A

Question 4

Question Type: MultipleChoice

Which tag must be applied to an Automation Script in order for it to be available when configuring an Indicator Type?

Options:

A- reputation-script



B- enrich
C- reputationScript

D- reputation

Answer:

C

Question 5

Question Type: MultipleChoice

What are the three ways to add/mark entries as evidence inside the Evidence Board? (Choose three.)

Options:

A- Manually directly from the War Room with the Actions drop-down
B- From the Notes section (mark as entry icon)
C- Manually from the playbook task (mark as entry icon)

D- Automatically from playbook tasks when the option is selected on the Advanced tab



E- By running the command !MarkAsEvidence

Answer:

A B, D

Question 6

Question Type: MultipleChoice

A playbook task generates a report as HTML in the context data.

An engineer creates a custom indicator field of type "HTML" and adds the field to a section in a custom indicator layout. How can the
engineer populate the HTML field in the indicator layout?

Options:

A- Populate the custom indicator field with the built-in !SetIindicator command.
B- Add HTML to a list using !setList and use it as an HTML template to populate the custom indicator field.
C- Create a custom Indicator Mapper and populate the custom indicator field.

D- Use the Mapping option in the playbook task that generates the HTML report to populate the custom indicator field.



Answer:

Question 7

Question Type: MultipleChoice

An organization has recently acquired another company as its subsidiary. The subsidiary has its infrastructure on AWS cloud as
illustrated in the image below:
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The organization wants to use the mail server location on the subsidiary's cloud to send emails. Without acquiring additional licenses,
which XSOAR component can fulfill the requirement?

Options:

A- XSOAR D2 Agents, to send the required emails.
B- An XSOAR engine that is downloaded from the XSOAR server and installed within the subsidiary.

C- Another XSOAR server that uses the same license as their primary XSOAR server.



D- A Linux server connected with an XSOAR server using SSH integration. Commands can be run remotely to access the mail server.

Answer:

Question 8

Question Type: MultipleChoice

The XSOAR administrator is writing an automation and would like to return an error entry back into XSOAR if a particular command
errors out. How can this be achieved?

Options:

A- Using the demisto_error() function
B- Using a print statement
C- Using the demisto.debug() function

D- Using the return_error() function



Answer:

C

Question 9

Question Type: MultipleChoice

What assigns newly ingested event attributes to incident fields?

Options:

A- Playbooks
B- Classification
C- Mapping

D- Layouts

Answer:




Question 10

Question Type: MultipleChoice

What are the out-of-the-box aggregate values that can be applied on widgets data?

Options:

A- Min, Max, Count, Average, Custom Transformers
B- Min, Max, Count, Average, Custom Group By
C- Count, Average, Sum, Min, Max

D- Count, Sum, Min, Max, Transformers

Answer:

C
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