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Question 1
Question Type: MultipleChoice

A customer has business-critical applications that rely on the general web-browsing application. Which security profile can help prevent

drive-by-downloads while still allowing web-browsing traffic?

Options: 
A- File Blocking Profile

B- DoS Protection Profile

C- URL Filtering Profile

D- Vulnerability Protection Profile

Answer: 
A

Explanation: 



%2Fknowledgebase.paloaltonetworks.com%2Fservlet%2FfileField%3FentityId%3Dka10g000000U0roAAC%26field%3DAttachment_1__Body__s&usg=AOvVaw3DCBM7-

FwWInkWYANLrzUt (32)

Question 2
Question Type: MultipleChoice

Which three features are used to prevent abuse of stolen credentials? (Choose three.)

Options: 
A- multi-factor authentication

B- URL Filtering Profiles

C- WildFire Profiles

D- Prisma Access

E- SSL decryption rules

Answer: 
A, C, E



Question 3
Question Type: MultipleChoice

A potential customer requires an NGFW solution which enables high-throughput, low-latency network security, all while incorporating

unprecedented features and technology. They need a solution that solves the performance problems that plague today's security

infrastructure.

Which aspect of the Palo Alto Networks NGFW capabilities can you highlight to help them address the requirements?

Options: 
A- SP3 (Single Pass Parallel Processing)

B- GlobalProtect

C- Threat Prevention

D- Elastic Load Balancers

Answer: 
A



Question 4
Question Type: MultipleChoice

In an HA pair running Active/Passive mode, over which interface do the dataplanes communicate?

Options: 
A- HA3

B- HA1

C- HA2

D- HA4

Answer: 
C

Question 5
Question Type: MultipleChoice



WildFire subscription supports analysis of which three types? (Choose three.)

Options: 
A- GIF

B- 7-Zip

C- Flash

D- RPM

E- ISO

F- DMG

Answer: 
B, C, E

Question 6
Question Type: MultipleChoice



For customers with high bandwidth requirements for Service Connections, what two limitations exist when onboarding multiple Service

Connections to the same Prisma Access location servicing a single

Datacenter? (Choose two.)

Options: 
A- Network segments in the Datacenter need to be advertised to only one Service Connection

B- The customer edge device needs to support policy-based routing with symmetric return functionality

C- The resources in the Datacenter will only be able to reach remote network resources that share the same region

D- A maximum of four service connections per Datacenter are supported with this topology

Answer: 
A, D

Question 7
Question Type: MultipleChoice



A customer requests that a known spyware threat signature be triggered based on a rate of occurrence, for example, 10 hits in 5

seconds.

How is this goal accomplished?

Options: 
A- Create a custom spyware signature matching the known signature with the time attribute

B- Add a correlation object that tracks the occurrences and triggers above the desired threshold

C- Submit a request to Palo Alto Networks to change the behavior at the next update

D- Configure the Anti-Spyware profile with the number of rule counts to match the occurrence frequency

Answer: 
A

Question 8
Question Type: MultipleChoice

Which task would be identified in Best Practice Assessment tool?



Options: 
A- identify the visibility and presence of command-and-control sessions

B- identify sanctioned and unsanctioned SaaS applications

C- identify the threats associated with each application

D- identify and provide recommendations for device management access

Answer: 
B

Question 9
Question Type: MultipleChoice

There are different Master Keys on Panorama and managed firewalls.

What is the result if a Panorama Administrator pushes configuration to managed firewalls?

Options: 



A- The push operation will fail regardless of an error or not within the configuration itself

B- Provided there's no error within the configuration to be pushed, the push will succeed

C- The Master Key from the managed firewalls will be overwritten with the Master Key from Panorama

D- There will be a popup to ask if the Master Key from the Panorama should replace the Master Key from the managed firewalls

Answer: 
A

Question 10
Question Type: MultipleChoice

Which two of the following does decryption broker provide on a NGFW? (Choose two.)

Options: 
A- Decryption broker allows you to offload SSL decryption to the Palo Alto Networks next-generation firewall and decrypt traffic only once

B- Eliminates the need for a third party SSL decryption option which allows you to reduce the total number of third party devices

performing analysis and enforcement

C- Provides a third party SSL decryption option which allows you to increase the total number of third party devices performing analysis



and enforcement

D- Decryption broker allows you to offload SSL decryption to the Palo Alto Networks next-generation firewall and decrypt traffic multiple

times

Answer: 
A, D

Question 11
Question Type: MultipleChoice

What two types of certificates are used to configure SSL Forward Proxy? (hoose two.)

Options: 
A- Enterprise CA-signed certificates

B- Self-Signed certificates

C- Intermediate certificates

D- Private key certificates



Answer: 
A, B

Explanation: 

%20certificate.&text=Certificate%20Name-,.,unique%20name%20for%20each%20firewall

Question 12
Question Type: MultipleChoice

Which two email links, contained in SMTP and POP3, can be submitted from WildFire analysis with a WildFire subscription? (Choose

two.)

Options: 
A- FTP

B- HTTPS

C- RTP



D- HTTP

Answer: 
B, D
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