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Question 1
Question Type: MultipleChoice

What must you do to use OCSP to validate certificates?

Options: 
A- Configure the LDAP name of the OCSP server.

B- Configure the chain back to the root CA.

C- Ensure the OCSP server's CA certificate is installed in the PCS.

D- Validate the Trusted Client CA for the connection.

Answer: 
C

Question 2
Question Type: MultipleChoice



Why would you create a virtual port on your PCS device?

Options: 
A- The CA used to create the user certificate has not been uploaded to the PCS device.

B- You are installing multiple server certificates to support different hostnames.

C- You are configuring your PCS device in a ''two-arm DMZ'' deployment configuration.

D- You are configuring SiteMinder authentication, which requires multiple IP addresses.

Answer: 
B

Question 3
Question Type: MultipleChoice

Which two options must be verified on the PCS device so that only trusted SSL Web sites can be viewed? (Choose two.)



Options: 
A- Verify that the certificate is associated with a virtual port.

B- Verify that the certificate is installed under Trusted Client CAs.

C- Verify that Allow browsing untrusted SSL websites is not selected under Web options.

D- Verify that the certificate is installed under Trusted Server CAs.

Answer: 
A, B

Question 4
Question Type: MultipleChoice

Kerberos SSO requires what authentication server type?

Options: 
A- RADIUS



B- SiteMinder

C- Active Directory

D- LDAP

Answer: 
C

Question 5
Question Type: MultipleChoice

A sign-in policy with multiple realms can be used and may require the user to do what?

Options: 
A- Define Realm based restrictions.

B- Choose Role-based restrictions.

C- Select a Realm from a list.

D- Provide their IP Address.



Answer: 
A

Question 6
Question Type: MultipleChoice

True or False: As a best practice, restrictions should be applied to a role rather than a realm.

Options: 
A- true

B- false

Answer: 
A

Question 7



Question Type: MultipleChoice

True or False: Pulse Connect Secure supports Multifactor Authentication.

Options: 
A- true

B- false

Answer: 
A

Question 8
Question Type: MultipleChoice

You have configured your PCS device to use OCSP for certificate validation. Which statement is true?

Options: 



A- The PCS device will validate certificates with the OCSP server on an on-demand basis.

B- The PCS device will download the CRL from the OCSP server.

C- The PCS device will periodically check user certificates with the OCSP server.

D- The PCS device will use OCSP to download and validate the CA certificate.

Answer: 
D

Question 9
Question Type: MultipleChoice

Pulse Policy Secure supports multiple authentication servers including: (Choose three.)

Options: 
A- Active Directory

B- Local servers

C- LDAP



D- RADIUS

E- XForce

Answer: 
A, B, C

Question 10
Question Type: MultipleChoice

True or False: Roles are assigned to Sign-in Policies to determine the authentication method.

Options: 
A- true

B- false

Answer: 
B
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