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Question 1
Question Type: MultipleChoice

A global company's Salesforce Identity Architect is reviewing its Salesforce production org login history and is seeing some intermittent

Security Assertion Markup Language (SAML SSO) 'Replay Detected and Assertion Invalid' login errors.

Which two issues would cause these errors?

Choose 2 answers

Options: 
A- The subject element is missing from the assertion sent to salesforce.

B- The certificate loaded into SSO configuration does not match the certificate used by the IdP.

C- The current time setting of the company's identity provider (IdP) and Salesforce platform is out of sync by more than eight minutes.

D- The assertion sent to 5alesforce contains an assertion ID previously used.

Answer: 
A, D



Question 2
Question Type: MultipleChoice

Northern Trail Outfitters (NTO) wants to give customers the ability to submit and manage issues with their purchases. It is important for

NTO to give its customers the ability to login with their Amazon credentials.

What should an identity architect recommend to meet these requirements?

Options: 
A- Configure a predefined authentication provider for Amazon.

B- Create a custom external authentication provider for Amazon.

C- Configure an OpenID Connect Authentication Provider for Amazon.

D- Configure Amazon as a connected app.

Answer: 
C

Question 3



Question Type: MultipleChoice

A web service is developed that allows secure access to customer order status on the Salesforce Platform. The service connects to

Salesforce through a connected app with the web server flow. The following are the required actions for the authorization flow:

1. User Authenticates and Authorizes Access

2. Request an Access Token

3. Salesforce Grants an Access Token

4. Request an Authorization Code

5. Salesforce Grants Authorization Code

What is the correct sequence for the authorization flow?

Options: 
A- 1, 4, 5, 2, 3

B- 4, 1, 5, 2, 3

C- 2, 1, 3, 4, 5

D- 4,5,2, 3, 1



Answer: 
D

Question 4
Question Type: MultipleChoice

Universal Containers (UC) has decided to replace the homegrown customer portal with Salesforce Experience Cloud. UC will continue to

use its third-party single sign-on (SSO) solution that stores all of its customer and partner credentials.

The first time a customer logs in to the Experience Cloud site through SSO, a user record needs to be created automatically.

Which solution should an identity architect recommend in order to automatically provision users in Salesforce upon login?

Options: 
A- Just-in-Time (JIT) provisioning

A- Custom middleware and web services

B- Custom login flow and Apex handler

D- Third-party AppExchange solution



Answer: 
A, A

Question 5
Question Type: MultipleChoice

Universal Containers is creating a mobile application that will be secured by Salesforce Identity using the OAuth 2.0 user-agent flow (this

flow uses the OAuth 2.0 implicit grant type).

Which three OAuth concepts apply to this flow?

Choose 3 answers

Options: 
A- Client ID

B- Refresh Token

C- Authorization Code

D- Verification Code



E- Scopes

Answer: 
A, B, E

Question 6
Question Type: MultipleChoice

Northern Trail Outfitters (NTO) uses the Customer 360 Platform implemented on Salesforce Experience Cloud. The development team

in charge has learned of a contactless user feature, which can reduce the overhead of managing customers and partners by creating

users without contact information.

What is the potential impact to the architecture if NTO decides to implement this feature?

Options: 
A- Custom registration handler is needed to correctly assign External Identity or Community license for the newly registered contactless

user.

B- If contactless user is upgraded to Community license, the contact record is automatically created and linked to the user record, but

not associated with an Account.



C- Contactless user feature is available only with the External Identity license, which can restrict the Experience Cloud functionality

available to the user.

D- Passwordless authentication can not be supported because the mobile phone receiving one-time password (OTP) needs to match

the number on the contact record.

Answer: 
C

Question 7
Question Type: MultipleChoice

An Identity and Access Management (IAM) architect is tasked with unifying multiple B2C Commerce sites and an Experience Cloud

community with a single identity. The solution needs to support more than 1,000 logins per minute.

What should the IAM do to fulfill this requirement?

Options: 
A- Configure both the community and the commerce sites as OAuth2 RPs (relying party) with an external identity provider.

B- Configure community as a Security Assertion Markup Language (SAML) identity provider and enable Just-in-Time Provisioning to



B2C Commerce.

C- Create a default account for capturing all ecommerce contacts registered on the community because personAccount is not supported

for this case.

D- Confirm performance considerations with Salesforce Customer Support due to high peaks.

Answer: 
D

Question 8
Question Type: MultipleChoice

Universal Containers is using OpenID Connect to enable a connection from their new mobile app to its production Salesforce org.

What should be done to enable the retrieval of the access token status for the OpenID Connect connection?

Options: 
A- Query using OpenID Connect discovery endpoint.

B- A Leverage OpenID Connect Token Introspection.



C- Create a custom OAuth scope.

D- Enable cross-origin resource sharing (CORS) for the /services/oauth2/token endpoint.

Answer: 
B
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