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Question 1

Question Type: MultipleChoice

Refer to the exhibit.

Adapters - Total 12
Status Host Status Physical Address Connected Container Rule Name
[ v 00.03.E3C98152 Wired Infrastructure
= o) 00:06:D6:AC.7F 17 Wired Infrastructure Lab Hosts

Considering the host status of the two hosts connected to the same wired port, what will happen if the port is a member of the Forced
Registration port group?

Options:

A- The port will be provisioned for the normal state host, and both hosts will have access to that VLAN.

B- The port will not be managed, and an event will be generated.



C- The port will be provisioned to the registration network, and both hosts will be isolated.

D- The port will be administratively shut down.

Answer:

C

Question 2

Question Type: MultipleChoice

Refer to the exhibit.



Select... |

[ Modify User/Host Profile
Name: Contractor Access
Building 1 First Floor Ports
Where
(Location)
Y
Any
Who/What by
Group.
V.
Host [Role: Contractor]
Host [Persistent Agent: Yes, Security & Access Value Contractor]
Who/What by
Attribute:
‘N »
When Specify Time v | | Edit Time
M. TuW.Th F.Sa.Su 6:00 AM - 500 PM
Note
Not currently in use
OK

Cancel




If a host is connected to a port in the Building 1 First Floor Ports group, what must also be true to match this user/host profile?

Options:

A- The host must have a role value of contractor, an installed persistent agent or a security access value of contractor, and be
connected between 6 AM and 5 PM.

B- The host must have a role value of contractor or an installed persistent agent, a security access value of contractor, and be
connected between 9 AM and 5 PM.

C- The host must have a role value of contractor or an installed persistent agent and a security access value of contractor, and be
connected between 6 AM and 5 PM.

D- The host must have a role value of contractor or an installed persistent agent or a security access value of contractor, and be
connected between 6 AM and 5 PM.

Answer:

Question 3

Question Type: MultipleChoice




Which three are components of a security rule? (Choose three.)

Options:

A- Methods

B- Security String

C- Trigger

D- User or host profile

E- Action

Answer:

C,DE

Question 4

Question Type: MultipleChoice

Which devices would be evaluated by device profiling rules?



Options:

A- Rogue devices, each time they connect
B- All hosts, each time they connect
C- Known trusted devices, each time they change location

D- Rogue devices, only when they are initially added to the database

Answer:

A

Question 5

Question Type: MultipleChoice

Which two methods can be used to gather a list of installed applications and application details from a host? (Choose two.)

Options:

A- Agent technology



B- Portal page on-boarding options
C- MDM integration

D- Application layer traffic inspection

Answer:

A C

Question 6

Question Type: MultipleChoice

Which two things must be done to allow FortiNAC to process incoming syslog messages from an unknown vendor? (Choose two.)

Options:

A- A security event parser must be created for the device.
B- The device sending the messages must be modeled in the Network Inventory view.
C- The device must be added as a patch management server.

D- The device must be added as a log receiver.



Answer:

A D
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