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Question 1

Question Type: MultipleChoice

Which is a requirement to enable SNMP v2c on a managed FortiSwitch?

Options:

A- Create an SNMP user to use for authentication and encryption.
B- Specify an SNMP host to send traps to.
C- Enable an SNMP v3 to handle traps messages with SNMP hosts.

D- Configure SNMP agent and communities.

Answer:

D

Question 2

Question Type: MultipleChoice




Which Ethernet frame can create Layer 2 flooding due to all bytes on the destination MAC address being set to all FF?

Options:

A- The broadcast Ethernet frame
B- The unicast Ethernet frame
C- The multicast Ethernet frame

D- The anycast Ethernet frame

Answer:

Question 3

Question Type: MultipleChoice

Which packet capture method allows FortiSwitch to capture traffic on trunks and management interfaces?



Options:

A- SPAN
B- Sniffer profile
C- sFlow

D- TCP dump

Answer:

C

Question 4

Question Type: MultipleChoice

What feature can network administrators use to segment network operations and the administration of managed FortiSwitch devices on
FortiGate?

Options:

A- FortiGate multi-tenancy



B- Multi-chassis link aggregation trunk
C- FortiGate clustering protocol

D- FortiLink split interface

Answer:

A

Question 5

Question Type: MultipleChoice

Which two types of Layer 3 interfaces can participate in dynamic routing on FortiSwitch? (Choose two.)

Options:

A- Detected management interfaces
B- Loopback interfaces
C- Switch virtual interfaces

D- Physical interfaces



Answer:

B, C

Question 6

Question Type: MultipleChoice

Refer to the exhibit.



Commands

conflig switch-controller lldp-profile
edit "LLDP-PROFILE™
set med-tlvs network-policy
set auto-isl disable
config med-network-policy
edit "voice"“

next . A :

edit "voice=-signaling™
next

edit "guest-voice“

next

edit "guest-voice-signaling"“
next

edit "softphone-voice"
next

edit "video-conferencing™
next

edit "streaming-video"
next

edit "video-signaling™
next

end
confi _med-loca?inn—service
edit "coordinates™

next _
edit "address-civic“
next
edit "elin-number®
next
end
next

end

The profile shown in the exhibit is assigned to a group of managed FortiSwitch ports, and these ports are connected to endpoints which
are powered by PoE.

Which configuration action can you perform on the LLDP profile to cause these endpoints to exchange PoE information and negotiate
power with the managed FortiSwitch?



Options:

A- Create new a LLDP-MED application type to define the POE parameters.
B- Assign a new LLDP profile to handle different LLDP-MED TLVs.
C- Define an LLDP-MED location ID to use standard protocols for power.

D- Add power management as part of LLDP-MED TLVs to advertise.

Answer:

D

Question 7

Question Type: MultipleChoice

How does FortiGate handle configuration of flow tracking sampling if you export the settings to a managed FortiSwitch stack with
sampling mode set to perimeter is true?

Options:




A- FortiGate configures FortiSwitch to perform ingress sampling on all switch interfaces.
B- FortiGate configures FortiSwitch to perform ingress sampling on all switch interfaces, except ICL and ISL interfaces.
C- FortiGate configures and enables flow sampling on FortiSwitch but does not change existing sampling settings of interfaces.

D- FortiGate configures and enables egress sampling on all management interfaces.

Answer:

B

Question 8

Question Type: MultipleChoice

What are two ways in which automatic MAC address quarantine works on FortiSwitch? (Choose two.)

Options:

A- FortiSwitch supports only by VLAN quarantine mode.
B- FortiGate applies the quarantine-related configuration only on FortiGate.

C- FortiAnalyzer with a threat detection services license is required.



D- MAC address quarantine can be enabled through the FortiGate CLI only.

Answer:

C,D
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