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Question 1
Question Type: MultipleChoice

Refer to the exhibit.

Based on the Purdue model, which three measures can be implemented in the control area zone using the Fortinet Security Fabric?

(Choose three.)



Options: 
A- FortiGate for SD-WAN

B- FortiGate for application control and IPS

C- FortiNAC for network access control

D- FortiSIEM for security incident and event management

E- FortiEDR for endpoint detection

Answer: 
B, C, E

Question 2
Question Type: MultipleChoice

An OT supervisor needs to protect their network by implementing security with an industrial signature database on the FortiGate device.

Which statement about the industrial signature database on FortiGate is true?

Options: 



A- A supervisor must purchase an industrial signature database and import it to the FortiGate.

B- An administrator must create their own database using custom signatures.

C- By default, the industrial database is enabled.

D- A supervisor can enable it through the FortiGate CLI.

Answer: 
D

Question 3
Question Type: MultipleChoice

An OT administrator configured and ran a default application risk and control report in FortiAnalyzer to learn more about the key

application crossing the network. However, the report output is empty despite the fact that some related real-time and historical logs are

visible in the FortiAnalyzer.

What are two possible reasons why the report output was empty? (Choose two.)

Options: 



A- The administrator selected the wrong logs to be indexed in FortiAnalyzer.

B- The administrator selected the wrong time period for the report.

C- The administrator selected the wrong devices in the Devices section.

D- The administrator selected the wrong hcache table for the report.

Answer: 
B, C

Explanation: 
https://fortinetweb.s3.amazonaws.com/docs.fortinet.com/v2/attachments/32cb817d-a307-11eb-b70b-00505692583a/FortiAnalyzer-7.0.0-

Administration_Guide.pdf

Question 4
Question Type: MultipleChoice

What triggers Layer 2 polling of infrastructure devices connected in the network?

https://fortinetweb.s3.amazonaws.com/docs.fortinet.com/v2/attachments/32cb817d-a307-11eb-b70b-00505692583a/FortiAnalyzer-7.0.0-Administration_Guide.pdf
https://fortinetweb.s3.amazonaws.com/docs.fortinet.com/v2/attachments/32cb817d-a307-11eb-b70b-00505692583a/FortiAnalyzer-7.0.0-Administration_Guide.pdf


Options: 
A- A failed Layer 3 poll

B- A matched security policy

C- A matched profiling rule

D- A linkup or linkdown trap

Answer: 
D

Question 5
Question Type: MultipleChoice

What two advantages does FortiNAC provide in the OT network? (Choose two.)

Options: 
A- It can be used for IoT device detection.



B- It can be used for industrial intrusion detection and prevention.

C- It can be used for network micro-segmentation.

D- It can be used for device profiling.

Answer: 
A, D

Explanation: 
Typically, in a microsegmented network, NGFWs are used in conjunction with VLANs to implement security policies and to inspect and

filter network communications. Fortinet FortiSwitch and FortiGate NGFW offer an integrated approach to microsegmentation.

Question 6
Question Type: MultipleChoice

When device profiling rules are enabled, which devices connected on the network are evaluated by the device profiling rules?



Options: 
A- Known trusted devices, each time they change location

B- All connected devices, each time they connect

C- Rogue devices, only when they connect for the first time

D- Rogue devices, each time they connect

Answer: 
C

Question 7
Question Type: MultipleChoice

Refer to the exhibit.





Which statement about the interfaces shown in the exhibit is true?

Options: 
A- port2, port2-vlan10, and port2-vlan1 are part of the software switch interface.

B- The VLAN ID of port1-vlan1 can be changed to the VLAN ID 10.

C- port1-vlan10 and port2-vlan10 are part of the same broadcast domain

D- port1, port1-vlan10, and port1-vlan1 are in different broadcast domains

Answer: 
D
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