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Question 1

Question Type: MultipleChoice

Which Microsoft 365 compliance center feature can you use to identify all the documents on a Microsoft SharePoint Online site that
contain a specific key word?

Options:

A- Audit
B- Compliance Manager
C- Content Search

D- Alerts

Answer:

C

Explanation:




The Content Search tool in the Security & Compliance Center can be used to quickly find email in Exchange mailboxes, documents in
SharePoint sites and OneDrive locations, and instant messaging conversations in Skype for Business.

The first step is to starting using the Content Search tool to choose content locations to search and configure a keyword query to search

for specific items.

https://docs.microsoft.com/en-us/microsoft-365/compliance/search-for-content?view=0365-worldwide

Question 2

Question Type: Hotspot

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.



Answer Area Management Activity API.

Statements Yes No
With Advanced Audit in Microsoft 365, you can identify when O @)
email items were accessed.
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period of audit logs as core auditing.
ExXyshaanegibAudit in Microsoft 365 allocates customer-dedicated O O

bandwidih for accessing auditdata.

https://docs.microsoft.com/en-us/microsoft-365/compliance/advanced-audit?view=0365-worldwide
https://docs.microsoft.com/en-us/microsoft-365/compliance/auditing-solutions-overview?view=0365- worldwide#licensing-requirements

https://docs.microsoft.com/en-us/office365/servicedescriptions/microsoft-365-service-descriptions/microsoft- 365-tenantlevel-services-
licensing-guidance/microsoft-365-security-compliance-licensing-guidance#advanced- audit

Question 3

Question Type: DragDrop

Match the Azure networking service to the appropriate description.



To answer, drag the appropriate service from the column on the left to its description on the right. Each service may be used once, more
than once, or not at all.

NOTE: Each correct match is worth one point.

Services Answer Area

Azure Bastion Provides Network Address Translation (NAT) services

Aaswdanyewall

Provides secure and seamless Remote Desktop
é‘%‘}ﬁﬂ'&%ﬁ“"w group (NSG) connectivity to Azure virtual machines
X ;

Provides traffic filtering that can be applied to specific
https://docs.microsoft.com/en-us/azure/networking/fundamentals/networking-overview httg$waoesictosoft@om/entual network

us/azure/bastion/bastion-overview https://docs.microsoft.com/en-us/azure/firewall/features

https://docs.microsoft.com/en-us/azurel/virtual-network/network-security-groups-overview

Question 4

Question Type: MultipleChoice

What are two capabilities of Microsoft Defender for Endpoint? Each correct selection presents a complete solution.



NOTE: Each correct selection is worth one point.

Options:

A- automated investigation and remediation
B- transport encryption
C- shadow IT detection

D- attack surface reduction

Answer:

A D

Explanation:

https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/microsoft-defender-endpoint? view=0365-worldwide

Question 5

Question Type: MultipleChoice




What should you use in the Microsoft 365 security center to view security trends and track the protection status of identities?

Options:

A- Attack simulator
B- Reports
C- Hunting

D- Incidents

Answer:

B

Explanation:

https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/reports-and-insights-in-security- and-compliance?view=0365-
worldwide

Question 6




Question Type: MultipleChoice

Which Azure Active Directory (Azure AD) feature can you use to provide just-in-time (JIT) access to manage Azure resources?

Options:

A- conditional access policies
B- Azure AD Identity Protection
C- Azure AD Privileged Identity Management (PIM)

D- authentication method policies

Answer:

Explanation:

Azure AD Privileged Identity Management (PIM) provides just-in-time privileged access to Azure AD and Azure resources

https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-configure



Question 7

Question Type: MultipleChoice

Which Azure Active Directory (Azure AD) feature can you use to evaluate group membership and automatically remove users that no
longer require membership in a group?

Options:

A- access reviews
B- managed identities
C- conditional access policies

D- Azure AD Identity Protection

Answer:

A

Explanation:

Explanation



Azure Active Directory (Azure AD) access reviews enable organizations to efficiently manage group memberships, access to enterprise
applications, and role assignments.

https://docs.microsoft.com/en-us/azure/active-directory/governance/access-reviews-overview

Question 8

Question Type: MultipleChoice

What is the purpose of Azure Active Directory (Azure AD) Password Protection?

Options:

A- to control how often users must change their passwords
B- to identify devices to which users can sign in without using multi-factor authentication (MFA)
C- to encrypt a password by using globally recognized encryption standards

D- to prevent users from using specific words in their passwords

Answer:




Explanation:

Explanation

Azure AD Password Protection detects and blocks known weak passwords and their variants, and can also block additional weak terms
that are specific to your organization.

With Azure AD Password Protection, default global banned password lists are automatically applied to all users in an Azure AD tenant.

To support your own business and security needs, you can define entries in a custom banned password list.

https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept-password-ban-bad-on-premises

Question 9

Question Type: MultipleChoice

In a hybrid identity model, what can you use to sync identities between Active Directory Domain Services (AD DS) and Azure Active
Directory (Azure AD)?



Options:

A- Active Directory Federation Services (AD FS)
B- Azure Sentinel
C- Azure AD Connect

D- Azure Ad Privileged Identity Management (PIM)

Answer:

C

Explanation:

Explanation

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/whatis-azure-ad-connect
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