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Question 1
Question Type: MultipleChoice

A division of a Northern Trail Outfitters (NTO) purchased Salesforce. NTO uses a third party identity provider (IdP) to validate user

credentials against Its corporate Lightweight Directory Access Protocol (LDAP) directory. NTO wants to help employees remember as

passwords as possible.

What should an identity architect recommend?

Options: 
A- Setup Salesforce as a Service Provider to the existing IdP.

B- Setup Salesforce as an IdP to authenticate against the LDAP directory.

C- Use Salesforce connect to synchronize LDAP passwords to Salesforce.

D- Setup Salesforce as an Authentication Provider to the existing IdP.

Answer: 
A



Question 2
Question Type: MultipleChoice

Universal Containers (UC) uses Salesforce for its customer service agents. UC has a proprietary system for order tracking which

supports Security Assertion Markup Language (SAML) based single sign-on. The VP of customer service wants to ensure only active

Salesforce users should be able to access the order tracking system which is only visible within Salesforce.

What should be done to fulfill the requirement?

Choose 2 answers

Options: 
A- Setup Salesforce as an identity provider (IdP) for order Tracking.

B- Set up the Corporate Identity store as an identity provider (IdP) for Order Tracking,

C- Customize Order Tracking to initiate a REST call to validate users in Salesforce after login.

D- Setup Order Tracking as a Canvas app in Salesforce to POST IdP initiated SAML assertion.

Answer: 
A, B



Question 3
Question Type: MultipleChoice

Refer to the exhibit.



Outfitters (NTO) is using Experience Cloud as an Identity for its application on Heroku. The application on Heroku should be able to

handle two brands, Northern Trail Shoes and Northern Trail Shirts.



A user should select either of the two brands in Heroku before logging into the community. The app then performs Authorization using

OAuth2.0 with the Salesforce Experience Cloud site.

NTO wants to make sure it renders login page images dynamically based on the user's brand preference selected in Heroku before

Authorization.

what should an identity architect do to fulfill the above requirements?

Options: 
A- For each brand create different communities and redirect users to the appropriate community using a custom Login controller written

in Apex.

B- Create multiple login screens using Experience Builder and use Login Flows at runtime to route to different login screens.

C- Authorize third-party service by sending authorization requests to the community-url/services/oauth2/authorize/cookie_value.

D- Authorize third-party service by sending authorization requests to the community-url/services/oauth2/authonze/expid_value.

Answer: 
D

Question 4
Question Type: MultipleChoice



Universal Containers has multiple Salesforce instances where users receive emails from different instances. Users should be logged into

the correct Salesforce instance authenticated by their IdP when clicking on an email link to a Salesforce record.

What should be enabled in Salesforce as a prerequisite?

Options: 
A- My Domain

B- External Identity

C- Identity Provider

D- Multi-Factor Authentication

Answer: 
A

Question 5
Question Type: MultipleChoice



Universal Containers uses Salesforce as an identity provider and Concur as the Employee Expense management system. The HR

director wants to ensure Concur accounts for employees are created only after the appropnate approval in the Salesforce org.

Which three steps should the identity architect use to implement this requirement?

Choose 3 answers

Options: 
A- Create an approval process for a custom object associated with the provisioning flow.

B- Create a connected app for Concur in Salesforce.

C- Enable User Provisioning for the connected app.

D- Create an approval process for user object associated with the provisioning flow.

E- Create an approval process for UserProvisionlngRequest object associated with the provisioning flow.

Answer: 
B, C, E

Question 6
Question Type: MultipleChoice



A client is planning to rollout multi-factor authentication (MFA) to its internal employees and wants to understand which authentication

and verification methods meet the Salesforce criteria for secure authentication.

Which three functions meet the Salesforce criteria for secure mfa?

Choose 3 answers

Options: 
A- username and password + SMS passcode

B- Username and password + secunty key

C- Third-party single sign-on with Mobile Authenticator app

D- Certificate-based Authentication

E- Lightning Login

Answer: 
B, C, E

Question 7
Question Type: MultipleChoice



Universal Containers (UC) is considering a Customer 360 initiative to gain a single source of the truth for its customer data across

disparate systems and services. UC wants to understand the primary benefits of Customer 360 Identity and how it contributes ato

successful Customer 360 Truth project.

What are two are key benefits of Customer 360 Identity as it relates to Customer 360?

Choose 2 answers

Options: 
A- Customer 360 Identity automatically integrates with Customer 360 Data Manager and Customer 360 Audiences to seamlessly

populate all user data.

B- Customer 360 Identity enables an organization to build a single login for each of its customers, giving the organization an

understanding of the user's login activity across all its digital properties and applications.

C- Customer 360 Identity supports multiple brands so you can deliver centralized identity services and correlation of user activity,

even if it spans multiple corporate brands and user experiences.

C- Customer 360 Identity not only provides a unified sign up and sign in experience, but also tracks anonymous user activity prior to

signing up so organizations can understand user activity before and after the users identify themselves.

Answer: 
B, C, C



Question 8
Question Type: MultipleChoice

A manufacturer wants to provide registration for an Internet of Things (IoT) device with limited display input or capabilities.

Which Salesforce OAuth authorization flow should be used?

Options: 
A- OAuth 2.0 JWT Bearer How

B- OAuth 2.0 Device Flow

C- OAuth 2.0 User-Agent Flow

D- OAuth 2.0 Asset Token Flow

Answer: 
B

Question 9
Question Type: MultipleChoice



Universal Containers (UC) is setting up delegated authentication to allow employees to log in using their corporate credentials. UC's

security team is concerned about the risks of exposing the corporate login service on the internet and has asked that a reliable trust

mechanism be put in place between the login service and Salesforce.

What mechanism should an Architect put in place to enable a trusted connection between the login service and Salesforce?

Options: 
A- Require the use of Salesforce security tokens on passwords.

B- Enforce mutual authentication between systems using SSL.

C- Include Client Id and Client Secret in the login header callout.

D- Set up a proxy service for the login service in the DMZ.

Answer: 
A

Question 10
Question Type: MultipleChoice



Universal Containers wants to implement Single Sign-on for a Salesforce org using an external Identity Provider and corporate identity

store.

What type of authentication flow is required to support deep linking'

Options: 
A- Web Server OAuth SSO flow

B- Service-Provider-Initiated SSO

C- Identity-Provider-initiated SSO

D- StartURL on Identity Provider

Answer: 
B

Question 11
Question Type: MultipleChoice

Which two considerations should be made when implementing Delegated Authentication?



Choose 2 answers

Options: 
A- The authentication web service can include custom attributes.

B- It can be used to authenticate API clients and mobile apps.

C- It requires trusted IP ranges at the User Profile level.

D- Salesforce servers receive but do not validate a user's credentials.

E- Just-in-time Provisioning can be configured for new users.

Answer: 
B, E

Question 12
Question Type: MultipleChoice

Universal Containers (UC) has implemented SAML-based Single Sign-On to provide seamless access to its Salesforce Orgs, financial

system, and CPQ system. Below is the SSO implementation landscape.



What role combination is represented by the systems in this scenario''

Options: 
A- Financial System and CPQ System are the only Service Providers.

B- Salesforce Org1 and Salesforce Org2 are the only Service Providers.

C- Salesforce Org1 and Salesforce Org2 are acting as Identity Providers.

D- Salesforce Org1 and PingFederate are acting as Identity Providers.



Answer: 
D
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