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Question 1
Question Type: MultipleChoice

The main reason you have been hired at a company is to bring the network security of the organization up to current standards. A high

priority is to have a full security audit of the network as soon as possible. You have chosen an Independent Audit and are describing it to

your coworkers. Which of the following best describes an Independent audit?

Options: 
A- An independent audit is usually conducted by external or outside resources and may be a review or audit of detailed audit logs.

B- The independent audit is usually done by the current network administrators who ensure the security measures are up to international

standards.

C- The independent audit is typically done by an internal team who ensures the security measures are up to international standards.

D- The independent audit is usually done by internal resources to examine the current daily and on-going activities within a network

system for compliance with an established security policy.

E- The independent audit is typically done by a contracted outside team of security experts who check for policy compliance.

Answer: 
A



Question 2
Question Type: MultipleChoice

You are configuring your new IDS machine, where you have recently installed Snort. While you are working with this machine, you wish

to create some basic rules to test theability to log traffic as you desire. Which of the following Snort rules will log any telnet traffic from

any IP address to port 23 of the 10.0.10.0/24 network?

Options: 
A- log udp any any -> 10.0.10.0/24 23

B- log any any -> 10.0.10.0/24 telnet

C- log udp telnet any -> 10.0.10.0/255.255.255.0

D- log tcp telnet any -> 10.0.10.0/255.255.255.0

E- log tcp any any -> 10.0.10.0/24 23

Answer: 
E

Question 3



Question Type: MultipleChoice

Your network is going to implement a new IPSec solution. Which of the following IPSec components is used to define the security

environment in which the two hosts communicate?

Options: 
A- Management Tools

B- Security Association API

C- IPSec Driver

D- IP Policy Agent

E- IP Security Policy and Security Association

Answer: 
E

Question 4
Question Type: MultipleChoice



In your office, you are building the new wireless network, and you will need to install several access points. What do wireless access

points use to counter multipath interference?

Options: 
A- Multiple encryption algorithms

B- Multiple Antennas

C- Multiple radio frequencies

D- Duplicate packet transfer

E- Secondary transmissions

Answer: 
B

Question 5
Question Type: MultipleChoice



Your organization has extensive resources that you must make available to authorized users, through your ISA Server 2006. From the

following answers, select the one that is not a feature of ISA Server Content Publishing:

Options: 
A- Secure Sockets Layer (SSL) Bridging

B- Web Caching and Delivery

C- Web Publishing Load Balancing

D- Enhanced Multi-factor Authentication

E- Robust Logging and Reporting

Answer: 
B

Question 6
Question Type: MultipleChoice

You have implemented an IPSec policy, using only AH. You are analyzing your network traffic in Network Monitor, which of the following

statements are true about your network traffic?



Options: 
A- You will not be able to view the data in the packets, as it is encrypted.

B- You will not be able to identify the upper layer protocol.

C- You will be able to view the unencrypted data in the packets.

D- You will be able to identify the encryption algorithm in use.

E- You will not be able to view the packet header.

Answer: 
C

Question 7
Question Type: MultipleChoice

In your organization a decision has been made to implement a multicasting application. You are configuring your firewall to allow this

application to flow through in both directions. What address range are you going to address on the firewall?



Options: 
A- 10.0.0.0/8

B- 172.16.0.0/12

C- Multicast addresses use APIPA's 169.254.0.0/16

D- 224.0.0.0/4

E- Addresses are negotiated at the time of the multicast. The nearest router assigns a public IP address assigned by ARIN.

Answer: 
D

Question 8
Question Type: MultipleChoice

You are reviewing the IDS logs and during your analysis you notice a user account that had attempted to log on to your network ten

times one night between 3 and 4 AM. This is quite different from the normal pattern of this user account, as this user is only in the office

from 8AM to 6PM. Had your IDS detected this anomaly, which of the following types of detection best describes this event?

Options: 



A- External Intrusion

B- Internal Intrusion

C- Misuse Detection

D- Behavioral Use Detection

E- Hybrid Intrusion Attempt

Answer: 
D

Question 9
Question Type: MultipleChoice

The exhibit shows a router with three interfaces E0, E1 and S0. Interfaces E0 and E1 are connected to internal networks 192.168.10.0

and 192.168.20.0 respectively and interface S0 is connected to the Internet. The objective is to allow host 192.168.10.7 access to the

Internet via ftp and deny access to the Internet to everyone else while allowing them to access resources amongst themselves. From the

following, select all



Options: 
A- access-list 153 permit tcp 192.168.10.7 0.0.0.0 any eq ftp

B- access-list 21 permit ip 192.168.10.7 0.0.0.0 any eq ftp

C- access-list 21 deny 0.0.0.0 255.255.255.255

D- int S0, ip access-group 21 out

E- int S0, ip access-group 153 out



F- int E1, ip access-group 153 in

Answer: 
A, E
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