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Question 1
Question Type: MultipleChoice

What are two Incident management services included in the VMware Cloud on AWS service management process? (Choose two.)

Options: 
A- Email notifications for pending upgrades

B- Return to service

C- Severity classification

D- SDDC upgrades

E- Workload incident management

Answer: 
B, C

Explanation: 



Incident and Problem Management: VMware will provide incident and problem management services (e.g., detection, severity

classification, recording, escalation, and return to service) pertaining to availability of the Service Offering. VMware is responsible for

incident and problem management (e.g., detection, severity classification, recording, escalation, and return to service) pertaining to all

virtual machines that you have deployed in your SDDC.

https://www.vmware.com/content/dam/digitalmarketing/vmware/en/pdf/support/vmw-cloud-aws-service-description.pdf

Question 2
Question Type: MultipleChoice

When configuring VMware Cloud Disaster Recovery (VCDR), with what can protection groups and disaster recovery plans be

associated?

Options: 
A- Only a single vCenter Instance In the on-premises data center or VMware Cloud software-defined data center (SDDC).

B- Multiple vCenter instances in the same VMware Cloud software-defined data center (SDDC) or on-premises data center.

C- Multiple vCenter instances in the same VMware Cloud software-defined data center (SDDC) or only a single vCenter in the on-

premises data center.

https://www.vmware.com/content/dam/digitalmarketing/vmware/en/pdf/support/vmw-cloud-aws-service-description.pdf


D- Only a single vCenter Instance in the VMware Cloud software-defined data center (SDDC) or multiple vCenter Instances In the on-

premises data center.

Answer: 
A

Explanation: 
vCenter Mapping Mapping vCenters in a DR plan consists of selecting source vCenters that are registered to the protected site.

Choosing a target vCenter for a Failover SDDC is simple; each SDDC contains a single vCenter instance. For VMware Cloud Disaster

Recovery, keep in mind that a protected site can have multiple registered vCenters, but you can only map one vCenter on VMware

Cloud on AWS per-DR plan. https://vmc.techzone.vmware.com/resource/introduction-vmware-cloud-disaster-recovery#inventory-and-

resource-mapping https://vmc.techzone.vmware.com/resource/protection-groups-and-recovery-plans-vcdr#create-a-disaster-recovery-

plan

https://docs.vmware.com/en/VMware-Cloud-Disaster-Recovery/services/vmware-cloud-disaster-recovery/GUID-8AE1DC05-46D1-410C-

99F6-7687FEB876B5.html

Question 3
Question Type: MultipleChoice
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A cloud administrator Is tasked with creating a new network segment In the software-defined data center that utilizes the corporate

DHCP server to provide IP addresses.

What is the proper sequence to create the required network segments?

Options: 
A- 1- Create a new segment attached to the Tler-0 gateway

2. Configure the segment DHCP Ip-helper

B- 1. Create a DHCP server profile

2. Create a new segment attached to the Tler-0 gateway

3. Configure the segment DHCP config to utilize the new DHCP server profile

C- 1. Create a new segment attached to the Tier-1 gateway

2. Configure the segment DHCP ip-helper

D- 1. Create a DHCP relay profile

2. Create a new segment attached to the Tler-1 gateway

3. Configure the segment DHCP config to utilize the new DHCP relay profile

Answer: 
D



Explanation: 
https://blogs.vmware.com/cloud/2019/07/02/dhcp-dhcp-relay-vmware-cloud-aws/

To create a new network segment in the software-defined data center that utilizes the corporate DHCP server to provide IP addresses,

the proper sequence is to create a DHCP relay profile, create a new segment attached to the Tier-1 gateway, and configure the segment

DHCP config to utilize the new DHCP relay profile1.This is because the DHCP relay profile contains the IP address of the external

DHCP server and the DHCP relay agent that forwards the DHCP requests and responses between the segment and the DHCP

server1.The segment must be attached to the Tier-1 gateway, which is the edge device that provides routing and firewall services for the

segment2.The segment DHCP config allows the administrator to specify the DHCP type, the DHCP relay profile, and the DHCP options

for the segment3.Reference:1: Configure Segment DHCP Properties - VMware Docs,2: Create or Modify a Network Segment - VMware

Docs,3: Segment DHCP Config - VMware Docs

Question 4
Question Type: MultipleChoice

A cloud administrator is asked to configure access to the VMware Cloud Services Console based on the following requirement:

* Groups and users should be synchronized from the internal Active Directory Which two options should the administrator configure to

meet this requirement? (Choose two.)
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Options: 
A- Workspace ONE Access connector

B- Enterprise federation with dynamic (connectorless) authentication setup

C- SAML 2.0 Identity Provider

D- Enterprise federation with connector-based authentication setup

E- Workspace ONE Assist

Answer: 
A, C

Explanation: 
The Workspace ONE Access connector is used to synchronize groups and users from the internal Active Directory to the VMware Cloud

Services Console. Additionally, the administrator should configure a SAML 2.0 Identity Provider to enable single sign-on (SSO) capability

and secure access to the VMware Cloud Services Console.

Question 5
Question Type: MultipleChoice



Which two steps must an administrator take in order to deploy an instance of Azure VMware Solutions? (Choose two.)

Options: 
A- Create a support request with Microsoft Azure Support to create a host quota.

B- Deploy and configure Microsoft Enterprise Edge (MSEE) appliances.

C- Create a support request with VMware Support to create a private cloud.

D- Associate the subscription with a Microsoft Enterprise Agreement.

E- Deploy and Configure Microsoft Azure ExpressRoute.

Answer: 
A, E

Explanation: 
To deploy an instance of Azure VMware Solutions, an administrator must take the following two steps:

Create a support request with Microsoft Azure Support to create a host quota.This is required because Azure VMware Solution hosts are

dedicated bare-metal servers that are not shared with other customers1.The host quota determines the number and size of hosts that

can be provisioned in a subscription1.The host quota can be requested for an eligible Azure plan, such as Microsoft Enterprise

Agreement or Cloud Solution Provider2.
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Deploy and configure Microsoft Azure ExpressRoute.This is required because Azure VMware Solution uses ExpressRoute to connect

the private cloud to the Azure virtual network and the on-premises network3.ExpressRoute provides a secure, high-bandwidth, and low-

latency connection that enables seamless workload migration and hybrid cloud scenarios3.The administrator must deploy and configure

an ExpressRoute circuit, a virtual network gateway, and a virtual network3.Reference:1: Deploy and configure Azure VMware Solution,2:

Plan the Azure VMware Solution deployment,3: Tutorial: Deploy an Azure VMware Solution private cloud

Question 6
Question Type: MultipleChoice

A customer identifies consumption-based ransomware protection as a primary business requirement. Which VMware solution offers long-

term immutable point-in-time recovery options?

Options: 
A- VMware vSphere Replication

B- VMware Site Recovery

C- VMware Cloud Disaster Recovery

D- VMware vSphere Data Protection
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Answer: 
C

Explanation: 
The VMware solution that offers long-term immutable point-in-time recovery options is VMware Cloud Disaster Recovery (CDR). CDR

offers continuous data protection and point-in-time recovery options with up to 30 days of retention. It also provides a secure and

immutable copy of your data that is stored in the cloud and can be used to recover from ransomware attacks.

https://www.vmware.com/content/dam/digitalmarketing/vmware/en/pdf/docs/vmw-solution-overview-vmware-ransomware-recovery.pdf

Question 7
Question Type: MultipleChoice

A cloud administrator needs to provide the security team with the ability to query and audit events and provide custom real-time alerts for

the VMware NSX firewall running In VMware Cloud on AWS.

Which solution would the administrator use to accomplish this goal?

https://www.vmware.com/content/dam/digitalmarketing/vmware/en/pdf/docs/vmw-solution-overview-vmware-ransomware-recovery.pdf


Options: 
A- CloudHealth by VMware

B- VMware vRealize Log Insight Cloud

C- VMware vRealize Network Insight Cloud

D- VMware vRealize Operations Cloud

Answer: 
B

Explanation: 
VMware vRealize Log Insight Cloud is a cloud-based log management and analytics solution that provides real-time visibility and

analytics for VMware Cloud on AWS[1]. It allows security teams to query and audit events and set up custom real-time alerts.

Additionally, it provides detailed insights into the activity of the VMware NSX firewall, allowing administrators to quickly identify

suspicious activity and take action.

Question 8
Question Type: MultipleChoice
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Which Tanzu Kubernetes Grid component provides authentication, ingress, logging and service discovery?

Options: 
A- Tanzu Supervisor cluster

B- Tanzu CU

C- Tanzu Kubernetes cluster

D- Tanzu Kubernetes Grid extensions

Answer: 
D

Explanation: 
https://docs.vmware.com/en/VMware-Tanzu-Kubernetes-Grid/index.html Tanzu Kubernetes Grid provides packaged services such as

networking, authentication, ingress control, and logging that a production Kubernetes environment requires.

Question 9



Question Type: MultipleChoice

What are two key benefits of VMware's partnerships with hyperscalers? (Choose two.)

Options: 
A- Access to native public cloud services

B- Automation of infrastructure operations in a single view

C- Seamless workload migration across clouds

D- One-click conversion to cloud native services

E- Elimination of egress costs

Answer: 
B, C

Question 10
Question Type: MultipleChoice



If a company connects their data center to a VMware Cloud on AWS software-defined data center (SDDC) Instance through a virtual

private network (VPN) and advertises a 0.0.0.0/0 route, what Is the expected behavior of the SDDC compute network traffic?

Options: 
A- All compute and management traffic will egress to the data center.

B- All compute network traffic destined for the data center will egress through the VPN but all Internet traffic will egress through the cloud

provider Internet gateway.

C- All compute network traffic will egress through the cloud provider Internet gateway.

D- All compute network traffic will egress to the data center.

Answer: 
D

Explanation: 
When a VPN is established between the data center and the SDDC Instance, it allows the organization to create a private and secure

connection between their on-premises infrastructure and their workloads running in the cloud. By advertising a 0.0.0.0/0 route, the

organization is essentially routing all traffic to the VPN tunnel, which means that all traffic including traffic destined for the data center

and internet traffic, will be sent through the VPN tunnel to the company's data center.



It is important to note that this configuration depends on the company's network architecture and security policies, and that there may be

other alternatives that better fit the organization's needs.

Question 11
Question Type: MultipleChoice

A cloud administrator is notified by VMware that their VMware Cloud on AWS Instance will be updated in seven days. Which action does

the cloud administrator need to take to allow the update?

Options: 
A- Add capacity.

B- Select a date for the upgrade.

C- Respond to the notification.

D- Nothing needs to be done.

Answer: 
D



Explanation: 
VMware Cloud on AWS is a managed service, and VMware handles the updates and patches to the infrastructure. When VMware

notifies customers of upcoming maintenance or updates, it is usually for informational purposes, so the customer is aware. Unless

there's a specific action item mentioned in the notification (which would be unusual), no action is required from the customer's end.

Upgrades for VMware Cloud on AWS SDDCs are deployed in a rollout across the service. When an upgrade rollout is available for your

organization, you receive an email notification and a notification in the VMware Cloud Console. Typically, you receive this notification 30

to 60 days before upgrades begin for a rollout. After you receive the notification, you can submit a scheduling request for any of your

SDDCs. So respond is required for initial schedule. If you receive the notification 7 days before start, this means you already responded

to the proposed date and agree on it. https://docs.vmware.com/en/VMware-Cloud-on-AWS/services/com.vmware.vmc-aws-

operations/GUID-EE89B216-BE93-4A1A-9280-8F20E2A5266F.html https://docs.vmware.com/en/VMware-Cloud-on-

AWS/services/com.vmware.vmc-aws-operations/GUID-7725CAAC-BBDB-4F80-991F-1D1ADDE12216.html#GUID-7725CAAC-BBDB-

4F80-991F-1D1ADDE12216

Question 12
Question Type: MultipleChoice

A customer needs to set up a self-managed VDI solution that can be deployed to any VMware Cloud. Which two VMware solutions can

meet this requirement? (Choose two.)
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Options: 
A- VMware Dynamic Environment Manager (DEM)

B- VMware ThinApp

C- VMware Workspace ONE Unified Endpoint Management (UEM)

D- VMware Horizon

E- VMware Workspace ONE Access

Answer: 
D, E

Explanation: 
The two VMware solutions that can meet the customer's requirement for a self-managed VDI solution are D. VMware Horizon and E.

VMware Workspace ONE Access. VMware Horizon is a virtual desktop and application virtualization platform that enables customers to

set up and deploy a virtual desktop infrastructure in any cloud environment. VMware Workspace ONE Access provides secure access to

applications, data, and devices in any cloud environment.
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